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1 Bseaenme

JlenenTpain3oBaHHbIe TEXHOJIOIUU CTAHOBATC BCe DoJiee MOMYJIAPHBIMU B HAIIEM MU-
pe, U 3TO He YIUBUTEIHHO, BEJIb OHU O3BOJIAIOT CO3/IaBaTh OoJiee OE30IIaCHbIE U HAIEXKHbIE
CHUCTEMBI XpaHEHUsI JIAHHBIX. B JaHHO#l BBIITYCKHON KBan@UKAIMOHHOI paboTe paccMar-
pUBaETCA peasn3alius JIeNeHTPAJTM30BAHHOIO XpaHEHUs 3allUINeHHON 0a3bl JJAHHBIX Ha
as3pike kotlin st cmapTdonoB ¢ orneparmonHoit cucremoit android.

B pabore paccMOTpeHBI CYIIECTBYIOIHE METOAbI XPAHEHUS JTAHHBIX U UX HEJI0CTAT-
KI, a TaKKe IPUHINILL JeIeHTPpaJIn30BanHoil TexHomornu. Ocoboe BHUMAHHUE Y€/ IeHO
pa3paboTKe MeXaHU3Ma XpaHeHUs JAHHBIX B JICIEHTPAIU30BAHHON cpejie B 00eCIIeUeHIIO
6e301acHOCTH 6a3bl JTaHHBIX TOCPEJICTBOM pa3pabOTKU aJrOPUTMa JJIsd IIPOIEcca ayTeH-
THMUKAIIIN TI0/TE30BATETEN.

Jl1s1 peanmsanum JaHHOM 3a1a9u OBLIN UCIOIL30BaHa TexHoaorusg wifi Direct koropast
IIO3BOJISIET CO3/IaTh HE3aBHCHUMYIO OT HMHTepHeTa ceThb, Ombamoreka DSA mudpoBanus,
KOTOpBbIe 00ECIIEUNBAIOT HAJIEXKHOCTD JAHHBIX.

Pesynbrarom mamHO pabOTHI SBJISIETCS peaaIn30BAHHBIN IPOTOTHUII IEIEHTPAIN30BAH-
HO#T 0a3bl JIAHHBIX ¢ COOCBTEHHBIM ITPOTOKOJIOM ayTEeHTU(PUKAIINN, KOTOPBII MOYKET OBITDH
HCIIOJIb30BaH B Pa3INYHbIX cdhepax, Ie TpedyeTcs BhICOKUI ypOBEeHb OE3011aCHOCTH U Ha-

JAE2KHOCTU XpaHEeHUA JaHHbIX.



2 0O0630p MeTog0B XpaHeHNs 0a3bl JAHHBIX

CymiecTByeT MHOXKECTBO METOJIOB XpaHEHN JAHHBIX, OT TPAIUIINOHHBIX PeIATMOHHBIX
0a3 JIAaHHBIX JO HOBBIX TexHOJornii, Takux Kak NoSQL u rpadosbie 6a3b! janubix. Kax-
JIBIIT METOJT UMEEeT CBOU IIPEMMYINEeCTBA U HEJIOCTATKU, U BBIOOD OIIPEJIE/IEHHOTO METO/a
3aBUCHT OT KOHKPETHBIX MOoTpeOHocTel m 3amad. OHAKO, ¢ MOsIBJIEHUEM JeleHTPaJIN-
30BaHHBIX TEXHOJIOI'UI, TaKMX KaK OJIOKUYEHH, MOABUIACH BO3MOXKHOCTH CO3JaHHsA OoJiee
0e30IMacHbIX U HAJIEIKHBIX CUCTEM XPAHEHUS JIAHHBIX.

OCHOBHBIMU TIPUHITUIIAME JIETEHTPATU30BAHHON TEXHOJIOTHH SIBJISIOTCS OTCYTCTBUE
IEHTPAJM30BAHHON BJIACTU U PACIIPEJICICHHOCTD. B JIeleHTpaIn30BaHHbIX CUCTEMaX BCE
YUIACTHUKH CETH MMEIOT PaBHBbIE IIPaBa W KOHTPOJUPYIOT IIPOIECCHl B CETU. DTO JeIaeT
cucteMy OoJiee yCTOMYNBOM K aTakaM U 6oJiee HaJIe?KHOM B IIEJIOM.

Ha ceromusrmuunii JieHb CyIIecTByeT MHOXKECTBO PEIICHUil B 00JIACTH JICTICHTPAIN30-
BaHHOI'O XpaHeHUus JaHHBbIX, TaknX Kak IPFS, Swarm, Storj, Sia u apyrue. Onu mpejia-
rafoT pa3judHbIe MMOJIX0/Ibl K XPAHEHUIO JIAHHBIX B JICTIEHTPAJIU30BAHHON CPeJie U UMEIOT
cBom npenMmyitecTBa n Hejoctarku. Hampumep, IPFS ucnonbsyer pacupenenennyto daii-
JIOBYIO CHCTEMY, OCHOBaHHYIO Ha X3IIaX, 9TOObI XPAHUTD 1 PACIPOCTPAHATh (hailibl, Toraa
KaK Swarm ucIoJjib3yeT nHGpacTpyKTypy, OCHOBaHHYIO Ha KOHTpakTax Ethereum, arobbI
XPAHUTh W PACIPOCTPAHATH KOHTEHT. Sia u Storj MCIOb3yIT OJIOKUEHH [ XPAHEHUsT
JIAHHBIX U IIPEJI/IaraloT BO3HAIPaXKIeHNE 3a yJacTue B ceTu. Kaxk ioe pelenne nMeeT CBOu
HPENMYIIECTBa U HEJOCTATKU, U BHIOOP 3aBUCUT OT KOHKPETHBIX IOTPeOHOCTEH U 3aad.
B sroit pabore mMbI Oy/eM paccMaTpUBaTh BapUAHT IIPOTOKOJA P2p ¢ Mogudukaliueir B
BUJIe XpaHeHUsl aDOHEHTAMU TOJIHON 0a3bl JaHHBIX. ¥y TAKON CXeMbl XpaHEHHs MHOYKe-
CTBO TIPUEMYIIIECTB II€PE] OPUTHTHAJIOM, HAIIPUMED, €CJIM KAKOW-TO y3€eJI BHIXOJUT U3 CETH,
OCTaJIbHBIE Y3JIbl IIPOJIOJIZKAIOT XPAHUTh KOO 0a3bl JAHHBIX, 9TO 00ECIIEUNBAET BBHICO-
KYIO JJOCTYIIHOCTb JIaHHBIX. {151 obectievenust 6€3011acHOCTH U IEJIOCTHOCTHU JIaHHBIX Oy1eT
ncoJib30BaThest MpoToKoI IIIT DSA n anropurm ayreHTHdUKAIIT, KOTOPBIA TO3BOJIAT

OIIpeJe/IdTb MOXKHO JIM JOBEPATDH I10JIL30BaTEJIIO.



3 IlocranoBka 3aga4dn

Pesymprarom paboThl 10KHO craTh mpuioxkenne g Android cmaprdoHOB B KO-
TOPOM PeaIM30BaHHbI JICIEHTPAIN30BaHHasl 0a3a JMaHHBIX, IIPOTOKOJ ayTeHTU(DUKAIIIH,
nporokos DSA. Baza marabix Oymer (hopMUpPOBATHCA U3 3aIIACEH COCTOSIINX U3 BPEMEH-
HOIT MeTKM, KoopauHaT 1 1ndoBoil mognucu abonenTa. Tak »Ke J0J:KeH ObITh PeaIn30BaH
HATUBHBIN uHTEepdeiic /st mpocMoTpa 0a3bl JaHHBIX U ITOUCKa 110 Heii. [IpoTokos ayTen-
tudukaimu Oyger padorarh Tak. KaxKayro MUHYTY Bce aDOHEHTHI ceTu OyIyT J100aBISIThH
B 0a3y JIAaHHBIX 3alliCh M KaKJIblil a0OHEHT ceTH OyJIeT MPOBOJUTH MPOIEC BEPUMDUKAITII
3AITMCH KOTOPBIH OYJIET COCTOATH M3 MPOBEPKH PACCTOSAHUA OT ce0s1, TPOBEPKH HACKOJIBKO
HOBOI1 siBJIsieTcst BpeMeHHast MeTka 3amnucu u 1poepku 1. TTociae Bepudukarmm, Kax-
JIbIit aDOHEHT TTPOBEPUBIIHUI 3AIIUCH TTOJIB30BATEST JOJIKEH Oy/IeT OIyO/JIMKOBATH 3aIiCh
COCTOSIIYIO M3 Pe3yJIbTATOB IIPOBEPKHU, €CJIM XOTb OJIHa ITPOBEPKa He Oy/IeT HpoiijaeHna,
pe3ysibTaT Oy/IeT CUUTATbCs HEraTUBHBIM, €CJIU BCE HMPOBEPKH IIPONJIEHHBI YCIEITHO pe-
3yJIbTAT - MO3UTUBHBIN. B cilydae HEraTuBHOTO pe3yJibTaTa POBEPKU BCe aDOHEHTHI CMO-
I'yT YBUJIETH, 9TO OJWH W3 HUX HE IIPOIIEI IIPOBEPKY. JTO OyIeT 3HAUUTDH, UTO 3AIUCIM

9TOro abOHeHTa HeJb3s JI0BePATH. [0 deThipeM BO3MOYKHBIM IIPUTHHAM.
e AOOHEHT MBITAECTCH OJJIEIATH COODIEHNE N3MEHUB BPEMEHHYIO METKY
[ ] A6OH€HT IIbITacTCA IIOAKJ/JIIOYUTHCA K 6a3e JaHHBIX IIPU 3TOM HE€ HaXOIACh PAJOM
e AGOHEHT MBITAETCS MOJIEIaTh U(POBYIO TOIIHIChH
e AGOHEHT MMeeT IIJIOXO€e COeMHEHIe

Takum obpaszoM ceTh OyJieT 3alUIeHHa OT HECAHKITMAHMPOBAHHOI'O MJIM Hebe30Iac-
HOI'O MOJKJIIOYEHHsI, BeJIb JJisi OOMeHA JaHHBIMU aDOHEHTHI JOJIXKHBI HAXOIUTHCS B HEIIO-
CPeJICTBEHHOI OJIM30CTH IPYT OT JApyTa.

Taxkast mporpaMma MOXKeT ObITH IPUMEHHEHa HAIIPUMED JJIsT aBTOMATHIECKON CHCTEMBI
refepaliui paropToB OTPSIIOB B JI030pe WK p3aBeake. Takum 06pa3oM oTps i 6y1eT UMeTh
HE3aBUCUMYIO HU OT Y€ro Kpome aDOHEHTOB, 6a3y JAHHBIX, Ha ITPOTIKEHIUN BCErO 33 /IaHus,

a B KOHIIE MOXKHO 6YAGT y3HaTb KTO, KOI'/la 1 I'/le HaXOANJICH.



3.1 Ilemu paboThbI

Taxum 006pa3soM OCHOBHBIE TN PabOTHI DTO

e Peajmmzalusa HaTUBHOTO TOJIL30BATEILCKOIO HHTEpdeiica Ijid MTPUIOKEHU

Peayuzarnus p2p cetu mex 1y cmaprdoHamu uctob3ys texuosoruio Wifi Direct

PeaJII/ISaHI/IH IIPOTOKOJIa CO3/1aHUA U XPaHEeHUA 0a3bl JaHHDbIX

Peanuszanus mporokosia BepuduKaium 3aucu

Peammszamus nmporokosia ayTeHTHMUKAINT TOTh30BaTe el Ha Oa3e MPOTOKOJIa BepH-

dukarun

4 IlporpamMHas peajmi3anns

s peanmm3anum ObLJIM UCHOJIb30BAHHBI CJIEYIOINE NCHTPYMEHThI
e 3pik xml : 11g9 HATUBHOTO MHTEPDEiica

e CranmaprHas 6ubmoreka android.net.wifi.p2p u 6ubsimorekn us java java.net.InetSocket Add
java.net.ServerSocket, java.net.Socket : 111 peasmzamnuu cetu p2p KOMMYHUKAIUS B

KoTOpoit paboraer yepe3 WifiDirect

e bubnnoreka androidx.room : jurg 6a3bl co3jaHug 00OpabOTKM WX XpaHeHUd Oa3bl

JTAHHBIX
e Merox current TimeMillis() u3 kracca System : jiist BpeMeHHO MeTKI

e Cranmaprubie bubnorekn android.location.Location android.location.LocationListener

android.location.LocationManager : st ostydeHuss KoopJinHaT

e Bubimorekn u3 java java.security java.security.spec. PKCS8EncodedKeySpec : mist

peammsany J1IIT

e Bubsmmoreka ryria com.google.gson.Gson : jijis peajusanyuu mepeadn 00bLEKTOB 10

CcOoKeTaM
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4.1 IlporpammMHasi peajia3alusd

s peammzanum moak/IodeHnst K ycrpoiicrBam depe3 Wifi Direct 6v1a cozmanna

byHKIIST

val connectionInfolistener = object : WifiP2pManager.ConnectionInfolListener {
var serverThread: Thread? = null
var clientThread: Thread? = null
override fun onConnectionInfoAvailable(wifiP2pinfo: WifiP2pInfo) {
val groupOwnerAddress: InetAddress = wifiP2pinfo.groupOwnerAddress
if (wifiP2pinfo.groupFormed && wifiP2pinfo.isGroupOwner) {
connectionStatus.text = "Host"
Log.v("I AM A HOST", "\n")
if (serverThread == null) {
serverThread = Thread {

val serverConnectionHandler = ServerConnectionHandler (
serverSocket!!, dBase)
serverConnectionHandler.start ()
}
serverThread!!.start ()
}
} else if (wifiP2pinfo.groupFormed) {
connectionStatus.text = "Client"
if (clientThread == null) {
Log.v("I AM A CLIENT", "\n")
clientThread = Thread {
val clientHandler = ClientConnectionHandler (
groupOwnerAddress, 8888, dBase)
clientHandler.connect ()
}
clientThread!!.start ()
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B sroit dyHKIMN 1pu MOAKIIOYECHUN K YCTPOWCTBY OHO IMEPEXOJUT B OJHO U3 JBYX
COCTOSTHUIA : COCTOsIHIE CcepBepa, cocTosiune KianeHTta. CocTosiHue cepBepa NMILIEMEHTHPO-

BaHHO B KJacce ServerConnectionHandler

class ServerConnectionHandler (
private val serverSocket: ServerSocket,
private val DB: mroomDatabase,
) {
private val clients = mutableSetOf<OutputStream>()
fun start() {
val threadPool = Executors.newCachedThreadPool ()
val timer = Timer()
timer.scheduleAtFixedRate(object : TimerTask() {
override fun run() {
broadcastMessage ()

}
}, 2000, 60 * 1000)
Thread {

while (true) {
val clientSocket = serverSocket.accept()
threadPool.submit { handleClientConnection(clientSocket) }
}
}.start ()

private fun handleClientConnection(clientSocket: Socket) {
val inputStream: InputStream = clientSocket.getInputStream()
val outputStream: OutputStream = clientSocket.getOutputStream()
clients.add(outputStream)
var lasttime :Long =0
var Abo : String? = null
while (true) {
val buffer = ByteArray(1024)
val size = inputStream.read(buffer)
Gson()
val jsonString = buffer.sliceArray(0 until size).toString(
Charsets.UTF_8)
val receivedMessage = gson.fromJson(jsonString, Record::class.
java)

val gson

lasttime = receivedMessage.timestamp
if (Abo != null) Abo = receivedMessage.sender
if (System.currentTimeMillis() - lasttime > 120000){
val apr = Record(
approval = 2,
sender = "${Build.MODEL}",
message ="user ${Abo} gone for longer than 2 minutes",
sign = generateSignature("user ${Abo} gone for longer
than 2 minutes").toString(),
timestamp = System.currentTimeMillis()
)
handleClientMessage (apr)
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lasttime = System.currentTimeMillis()

¥
handleClientMessage(receivedMessage)
if (receivedMessage.approval == 0) approve(

receivedMessage)

private fun handleClientMessage(message: Record) {
// insert message into database
clients.forEach {
val gson = Gson()
val jsonString = gson.toJson(message)
val data = jsonString.toByteArray(Charsets.UTF_8)
it.write(data) // send message to each client

}
DB.dbDao () . insertMessage (message)

private fun broadcastMessage() {

val time = System.currentTimeMillis()

val location = mLocation

val message = Record(approval = 0,
sender = Build.MODEL,
message = "${location?.latitude} ${location?.longitudel}",
sign = generateSignature(Build.MODEL.toString() + location.

toString() + time.toString()).toString(),

timestamp = time)

DB.dbDao () . insertMessage (message)

clients.forEach() {
val gson = Gson()
val jsonString = gson.toJson(message)
val data = jsonString.toByteArray(Charsets.UTF_8)
Log.d("SERVER", "BROADCASTING ${message.timestamp} to $it")
it.write(data)

private fun approve(message: Record) {
var approval: Int =1
var pod = "Sign confirmed"
var tim = "Time confirmed"
val time = System.currentTimeMillis()
var loc = "${getDateTime(time)} Location confirmed"
if ((time - message.timestamp) > 10000) {
Log.d("Time check", "FAILED")
approval = 2
tim = "Time confirmation failed"
¥
val location = getLocationFromMessageText (message.message)
val lat = location?.first
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}

val lon = location?.second
val Dist = 0.01
if (getDistance(mLocation!!.latitude, mLocation!!.longitude, lat!!,
lon!!) > Dist) {
Log.d("Location Check", "FAILED")
approval = 2
loc = "${getDateTime(time)} User to far"
b
if (verifySignature(message.message, message.sign, publicKey) > Dist
) 1
Log.d("Location Check", "FAILED")
approval = 2
loc = "${getDateTime(time)} User to far"

val apr = Record(
approval = approval,
sender = "${Build.MODEL} checks ${message.sender}",
message = loc+"\n"+tim+"\n"+pod,
sign = generateSignature(message.message) .toString(),
timestamp = message.timestamp + 1)
handleClientMessage (apr)

private fun getDateTime(s: Long): String? {

val timeFormat = SimpleDateFormat("HH:mm:ss", Locale.getDefault())
return timeFormat.format(Date(s))

private fun getDistance(latl: Double, lonl: Double, lat2: Double, lon2:

fun

Double): Double {

val earthRadius = 6371 // in km

val dLat = Math.toRadians(lat2 - latl)

val dLon = Math.toRadians(lon2 - loni)

val a = Math.sin(dLat / 2) * Math.sin(dLat / 2) +
Math.cos(Math.toRadians(latl)) * Math.cos(Math.toRadians(

lat2)) *

Math.sin(dLon / 2) * Math.sin(dLon / 2)

val ¢ = 2 * Math.atan2(Math.sqrt(a), Math.sqrt(1 - a))

return earthRadius * c

getLocationFromMessageText (messageText: String): Pair<Double, Double
>? {
val parts = messageText.split(" ")
if (parts.size != 2) {
return null
}
val latitude = parts[0].toDoubleOrNull() 7: return null
val longitude = parts[1].toDoubleOrNull() ?: return null
return Pair(latitude, longitude)

10
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private fun generateSignature(message: String): BigInteger {

val file = File("/data/data/com.example.diploma/files/SecretKey.txt"
)

val privateKeyHex = file.readText(Charset.defaultCharset())

val privateKeyBytes =
privateKeyHex.chunked(2) .map { it.toInt(16).toByte() .

toByteArray ()

val keySpec = PKCS8EncodedKeySpec(privateKeyBytes)

val keyFactory = KeyFactory.getInstance("DSA")

val x = keyFactory.generatePrivate (keySpec)

val signature: Signature = Signature.getInstance("SHAlwithDSA")

signature.initSign(x)

signature.update (message.toByteArray())

return BigInteger(signature.sign())

}

private fun verifySignature(message: String, signatureBytes: BigInteger)
: Boolean {
val signature = Signature.getInstance("SHA1withDSA")
signature.initVerify(publicKey)
signature.update (message.toByteArray())
return !signature.verify(signatureBytes.toByteArray())

DTOT KJacc peann3yer cepBep, KOTOPBIN MOCTOSHHO "cirymaer o IK/II0O9eHnsT 0/ Th30Ba-
TeJiel, U TIOCTOSHHO pacchliaeT u obpabareiBaer ux coobmienus B handleClientMessage().
Tak ke cepBep pa3 B MUHYTY PACChLIAET KJIMHETAM 3aIlUCh CO CBOUMU JaHHBIME. B 3TOM
KJIaCcCe OIIMCaHBbl KJIIOYEBbLIC beHKHI/H/I UMIIJIECMEHTUPOBaHHbIE B HpOFpaMMHOﬁ peajim3a-
ruu. [{J1st mojinnesIBanus U MpOBEPKHU TOJIIMCH UCIOJIBb3YIOTCA (DyHKINN generateSignature
u verifySignature. /i mpoBepku Jiokarnun pean3oBa Ha (yHKims getDistance kotopast

BO3BpaIllaeT paccroguue n Kjaacc locationManager

locationManager = getSystemService (LOCATION_SERVICE) as LocationManager
val lastKnownLocation = locationManager.getLastKnownLocation(
LocationManager.GPS_PROVIDER)
if (lastKnownLocation != null) {
mLocation = lastKnownLocation

11
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Cocrosinue KueHTa nMeeT B cebe Te Ke (PYHKIIUU, ITO U COCTOSHUE cepBepa, HO OHO
HOJIKJTI0YAETC TOJIBKO K OJIHOMY II0JIb30BATEJIO, U HEe PACCHLIAET COODINEHUS IIPU TOJIY-

YeHUMU.

class ClientConnectionHandler(
private val serverAddress: InetAddress,
private val serverPort: Int,
private val DB: mroomDatabase,
) o
private lateinit var clientSocket: Socket
fun connect() {
Log.v("Connect", "Creating connection")
try {
clientSocket = Socket(serverAddress, serverPort)
Log.v("connect", "Connection successful")
handleServerConnection(clientSocket)
sendPeriodicMessage ()
} catch (e: Exception) {

e.printStackTrace ()

fun sendPeriodicMessage() {
val timer = Timer()
timer.schedule(object : TimerTask() {
override fun run() {

sendMessage ()
}
}, 0, 60 * 1000) // send message every 1 minute (60 seconds * 1000
milliseconds)
}
private fun handleServerConnection(socket: Socket) {
Thread {
try {

val inputStream = socket.getInputStream()
val buffer = ByteArray(1024)
while (true) {
val size = inputStream.read(buffer)
if (size <= 0) {
// End of stream reached, break out of the loop
break
}
val gson = Gson()
val jsonString = buffer.sliceArray(0 until size).
toString(Charsets.UTF_8)
val receivedMessage = gson.fromJson(jsonString, Record::
class. java)

12
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handleMessage (receivedMessage)
}
} catch (e: Exception) {
e.printStackTrace()
}
}.start ()

private fun handleMessage(message: Record) {

Log.d("TAG", "SAY from :${message.message} ${message.timestamp} to:
${Build.MODEL}")

Log.d("Client handling message", "\n")

DB.dbDao () . insertMessage (message)

if ((message.approval == 0) && (message.sender != Build.MODEL)) {
Log.d("Client Approval", "STARTS")
approve (message)

private fun approve(message: Record) {
var approval: Int =1
var pod = "Sign confirmed"
var tim = "Time confirmed"
val time = System.currentTimeMillis()
var loc = "${getDateTime(time)} Location confirmed"
if ((time - message.timestamp) > 10000) {
Log.d("Time check", "FAILED")
approval = 2
tim = "Time confirmation failed"
¥
val location = getLocationFromMessageText (message.message)
val lat = location?.first
val lon = location?.second
val Dist = 0.01
if (getDistance(mLocation!!.latitude, mLocation!!.longitude, lat!!,
lon!!) > Dist) {
Log.d("Location Check", "FAILED")
approval = 2
loc = "${getDateTime(time)} User to far"

¥
if (verifySignature(message.message, message.sign, publicKey) > Dist
) A
Log.d("Location Check", "FAILED")
approval = 2
loc = "${getDateTime(time)} User to far"
}

val apr = Record(
approval = approval,
sender = "${Build.MODEL} checks ${message.sender}",
message = loc+"\n"+tim+"\n"+pod,
sign = generateSignature(message.message).toString(),
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timestamp = message.timestamp + 1)
sendMessage (apr)
}
private fun getDateTime(s: Long): String? {
val timeFormat = SimpleDateFormat("HH:mm:ss", Locale.getDefault())
return timeFormat.format(Date(s))

private fun getDistance(latl: Double, lonl: Double, lat2: Double, lon2:

Double): Double {

val earthRadius = 6371 // in km

val dLat = Math.toRadians(lat2 - latl)

val dLon = Math.toRadians(lon2 - lonil)

val a = Math.sin(dLat / 2) * Math.sin(dLat / 2) +
Math.cos(Math.toRadians(latl)) * Math.cos(Math.toRadians(

lat2)) *

Math.sin(dLon / 2) * Math.sin(dLon / 2)

val ¢ = 2 * Math.atan2(Math.sqrt(a), Math.sqrt(1l - a))

return earthRadius * c

fun getLocationFromMessageText (messageText: String): Pair<Double, Double
>? {
val parts = messageText.split(" ")
if (parts.size != 2) {
return null
}
val latitude = parts[0].toDoubleOrNull() 7: return null
val longitude = parts[1].toDoubleOrNull() ?: return null
return Pair(latitude, longitude)

fun sendMessage(record: Record? = null) {
try {
if (::clientSocket.isInitialized && clientSocket.isConnected) {

val outputStream = clientSocket.getOutputStream()

val time = System.currentTimeMillis()

val location = mLocation

val sender = Build.MODEL

val messageText = "${location?.latitude} ${location?.
longitudel}"

val sign = generateSignature(messageText).toString()

val approval = if (record == null) O else record.approval

val message = record 7: Record(approval = approval,
sender = sender,
message = messageText,
sign = sign,
timestamp = time)

val gson = Gson()

val jsonString = gson.toJson(message)

val data = jsonString.toByteArray(Charsets.UTF_8)
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outputStream.write(data)
} else {
Log.v("Failed to send message",
"clientSocket is uninitialized or not connected")

}
} catch (e: Exception) {
Log.v("Failed to send message", "$clientSocket is unavailable")

e.printStackTrace ()

private fun generateSignature(message: String): BigInteger {
val file = File("/data/data/com.example.diploma/files/SecretKey.txt"
)
val privateKeyHex = file.readText(Charset.defaultCharset())
val privateKeyBytes =
privateKeyHex.chunked(2) .map { it.toInt(16).toByte() I.
toByteArray ()
val keySpec = PKCS8EncodedKeySpec(privateKeyBytes)
val keyFactory = KeyFactory.getInstance("DSA")
val x = keyFactory.generatePrivate (keySpec)
val signature: Signature = Signature.getInstance("SHAlwithDSA")
signature.initSign(x)
signature.update (message.toByteArray())
return BigInteger(signature.sign())
}
private fun verifySignature(message: String, signatureBytes: BigInteger)
: Boolean {
val signature = Signature.getInstance("SHA1withDSA")
signature.initVerify(publicKey)
signature.update (message.toByteArray())
return signature.verify(signatureBytes.toByteArray())
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4.2 DBaza naHHBIX

g peaymmsarun 6a3bl JaHHbIX ObLT Hanucan daitn Database.kt

package com.example.diploma

import android.content.Context
import androidx.lifecycle.LiveData
import androidx.room.*

import java.math.Biglnteger

@Database(entities = [Record::class], version = 1)
abstract class mroomDatabase : RoomDatabase() {
abstract fun dbDao(): DbDao

companion object {
QVolatile
private var INSTANCE: mroomDatabase? = null
fun getDatabase(context: Context): mroomDatabase {
return INSTANCE ?7: synchronized(this) {
val instance = Room.databaseBuilder(
context.applicationContext,
mroomDatabase: :class. java,

"Records"
) .build()
INSTANCE = instance
instance

@Entity(tableName = "Records")
data class Record(
@PrimaryKey (autoGenerate = true)
val id: Int = O,
val type: Int?,
val approval: Int = O,
val sender: String,
val message: String,
val sign: String,
val timestamp: Long

) 1
@Ignore
constructor(approval: Int, sender: String?, message: String, sign: String,
timestamp: Long) : this(0, 0, approval, sender 7: "", message, sign,
timestamp)
b
@Dao
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interface DbDao {
//@Query ("SELECT * FROM Records")
@Query ("SELECT * FROM Records ORDER BY timestamp ASC")
fun getAllMessages(): List<Record>

@Query ("SELECT * FROM Records WHERE sender LIKE :sender")
fun getRecordsBySender(sender: String): List<Record>

@Query ("SELECT COUNT(*) FROM Records WHERE sign = :sign")
fun hasRecord(sign : String): LiveData<Boolean>

@Insert (onConflict = OnConflictStrategy.REPLACE)
fun insertMessage(message: Record)

@Delete
fun deleteMessage(message: Record)

B namnom daitsie onmcana OCHOBHAsE CTPYKTYpPa COOOIEHUs, KOTOPOW ABJISIETCS KJIACC
Record. Tak ke onmcaHHbl KOHCTPYKTOPBI JJIs 9TOTO KJIACCA U UCTPYMEHT B3aUMOJICl-

cTBUA ¢ 0a30i ganubpx DbDao.
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4.3 Huerpdeiic

Unrepdeiic npuiokeHnst COCTONT U3 JBYX SKpaHOB TiasHoro Menio(Puc 1) u mento

npocMoTpa 6a3bl Janubix (Puc 2).

-
Diploma A

X
Discovery in process

CRYPTO DISCOVER VIEWP2P 0 GoalPlus

55.690417 37.5647594
DIRECT-95-HP PageWide P55250 0 GoalPlus
55.6908962 37.5634859
1 BQ-5060L npoeepsaet GoalPlus

17:17:41 JNlokauuio noarsepxaato
Bpemsa nogreepxxaato
Mognuncb nogTBEpXAato

DIRECT-73-HP PageWide MFP P57750

1 itel L5002 npoBepset GoalPlus

17:17:41 Jlokauuio noaTsepxaato
Bpemsa nogrBepxxaato
Moanuck noaTBepxaato

0 GoalPlus
55.6905141 37.5635865
1 BQ-5060L npoeepseTt GoalPlus

DELETE DB T

Puc. 2: Mento npocmorpa B/1
Puc. 1: I'maBHoe meHto

0 GoalPlus
55.6893761 37.5614608
2 itel L5002 npoeepsieT GoalPlus

22:18:04 Jlokayuio nogTeepxaato
BpeMsa He noaTBepxxaato
Moanucb noaTBepXaaro

Puc. 3: HeratuBHblil pe3yabrar ayTeHTHMUKAINNT aDOHEHTA

Ha skpamne raBHOro MeHIO MBI MOYXKEM HAOJ/IOJATh 4 KHONKH M CIUCOK JIOCTYITHDBIX
yerpoiticts B Wifi Direct. Kuonka "DISCORVER"orBedaer 3a 0OHOBJICHHE WIH BKJIIO-
yeHne 1oncka ycrpoiictB B cetn. Kraonka "Crypto"orBeuaer 3a renepaiiuio mapbl KO-
qeit DSA. Knonka "VIEWP2P"oredaer 3a mepexost K 9Kpany mpocMorpa 6a3el. Kromka

"DELETE DB"3a ounmenne 6a3bl JaHHBIX.
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B 6aze mannbix (Puc. 2) MoxkHO HaO/MOMATE JBa THUIIA 3AIKCEli: 3alUCH CHHXPOHU3AINN
1 3aIUCU ayTeHTU(UKAINN. 3aliuCh CAHXPOHU3AINNA COCTOUT U3 UMEHU yCTPOUTCBa abo-
HEHTKA U €TI0 KOOPJIMHAT. 3aIllUCh &y TeHTU(MUKAIINN COCTOUT U3 UMEH yCTPOHCTB IIPOBEps-
IOIIEro U IIPOBEPSEMOro, 3aIllUCh ¢ BpDEMEHHOM METKOM, B KOTOPOil TOBOPUTCs O TOJITBED-
JKJIEHHUU WJTH OIIPOBEPYKEHHUN TeX MJIM WHHBIX (PAKTOPOB P ayTeHTUd UK. 3auch
C HETATUBHBIM Pe3y/IbTaTOM ayTeHTH(MUKAINN TIPeICTaBJIeHHa Ha puC. 3.

B skpane nmpocmoTpa 6a3bl JJaHHBIX CBEPXY peau30BaHHA ITOMCKOBas CTpoka. Eciim BOUTD
B Heé uMs ycTpoiTcBa aboHeHTa, OyjeT BbiBe/leHHA 0a3a JAHHLIX BCEX €ro 3aluceil CuH-
XPOHU3AIMHI U BCEX HETATHBHBIX ayTEHTH(DUKAIIMOHHBIX 3AIUCEl O HEM.

Taxum ob6pazom, aDOHEHTHI CMOT'YT COCTaBUTh MHEHHE O HAJIE?KHOCTHU JIIOOOr0o aDOHEHTa 1
PEINTD, JIOBEPSATH JIajbllle KOHKPEeTHOMY abOHeHTYy ujau HeT. B cirydae yrpars! jjoBepus
aboHeHTa MOXKHO OTK/II0YUTh oT cetun WifiDirect, u abonenTy mpugercss BOCCTAHAB/INBATH

JIoBepue, ec/ii eMy Oy/IeT Hy?»KHO BOWTHU B Hee CHOBA.
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5 3akJiroueHue

B nannoit paboTre OBLIO MPOrPAMMHO PEATN30BAHHO MTPUJIOXKEHNE JIJIS CO3/TaHUS JIeTeH-
TPaJn30BaHHO 0a3bl JIAHHBIX ¢ HATHUBHBIM nHTepdeiicoMm. Tak ke ObLIT UMILIEMEeHTUPO-
BaH IIPOTOKOJI ayTeHTU(DUKAIINY T0JIb30BaTe/eil depe3 NpoBepKy coobdiennii. He cmoTpsa
Ha TO YTO JIIsl MOJKJIIOYeHHUsT OJIb3oBaTesieii ucnosb3yercs Kiment/Cepsep-Hast apxu-
TEeKyTpa, [OJIH30BATEIM MOTYT B JIIOOO MOMEHT CMEHUTH IEHTPAJILHOIO T0JIH30BATES.
Yro nenaer 0azy JIENEHTPATU30BAHHON, TAK KAK HUKTO HE MOYKET KOHTPOJIMPOBATH KTO
CTAHEeT CEePBEPOM TIPU TOJIK/IIOYEHNN, U TI0JIL30BATENISI KOTOPBI Oy/IeT BBICTYIATH B POJIU

cepBepa, MOXKHO B JII000#1 MOMEHT OTKJIIOYNTDL MJIM 3aMEHUTL KEM-TO JAPYT'UM.
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